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CLAIMS 

What is claimed is: 

1 1 . A method for printing a pocument accessible by a server, 

2 the method comprising: / 

3 (a) creating on the server j&n original receipt for the document; 

4 (b) providing at least oneiportion of the document from the 

5 server to a print job agent; / 

6 (c) updating the original/receipt to indicate the at least one 

7 portion of the document was provided to the print job agent; 

8 (d) communicating the/at least one portion of the document 

9 from the print job agent to an output device; and, 

0 (e) printing the at least one portion of the document using the 

1 output device. / 

1 2, The method of claim 1 ^further including: 

2 (a) copying the origin^^pceipt to the print job agent; and, 

3 (b) updating the cop^of the receipt to indicate the at least one 

4 portion of the document was primed. 



1 3. The method of claimJUftntt^^ before providing the^ 

2 at least one portion of the d^cwrffent from the server to the print job agent, the 
print job agentj^equgsttng^ at least one portion of the document. 

■^1 4. The method of claim 1 further including uniquely identifying 

2 the output device to the server. 

1 5. The method of claim 4 wherein uniquely identifying the 

2 output device to the server includes conveying a serial number of the output 

3 device to the server. 
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1 6. The method of clairrrS^turther including: 

2 (a) the server encrypting the arTeast one portion of the 

3 document before providing the at least one portidn of the document to the print 

4 job agent; and, / 

5 (b) the print job agent decrypxnng the at least one portion of the 

6 document before communicating the at leasx one portion of the document to the 

7 output device. X 

1 7. The method OT claim 6 further including: 

(a) uniquely ijrentifying the output device to the server; 

(b) the sep^r obtaining a device specific public key for the 

4 output device; and, / 

5 whereiff the server encrypting the at least one portion of the 

6 document includes the server using the public key to encrypt the at least one 

7 portion of the document. 

1 / 8. The method of claim 6 further including the server 

2 communicating a symmetric key to the output device and wherein the server 

3 encr^ting the at least one portion of the document includes the server using 

4 the symmetric key to encrypt the at least one portion of the document. 

1 9. A system for printing a document accessible by a server, 

2 the system comprising: / 

3 (a) a server having access to the document; 

4 (b) means for creating an original receipt for the document on 

5 the server; / 

6 (c) a print job agent; / 

7 (d) means for providing yat least one portion of the document 

8 from the server to the print job agent; / 

9 (e) means for updating the original receipt to indicate each 
10 portion of the document providedt^the print job agent; 
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(f) an output device fo^/printing the at least one portion of the 
document; and, 

(g) means for comnnj6nicating the at least one portion of the 
document from the print job agent /o the output device. 



1 

2 

3 and. 



10. The system of claim 9 further including: 
(a) means for copyingr%>e original receipt to the print job agent; 



(b) means for updating the a copy of the receipt to indicate 



5 each portion of the documerU: printed 



rrf^ri 





1 1 . The system of claim ^_fyxthe^:4f=^e^trdI^g means for the prTnt^ 
"one portion of the document from the server. 

1 12. The system of claim 9 further including means for uniquely 

2 identifying the output device to the server. 



1 13. The system of claim 12 wherein the means for uniquely 

2 identifying the output device to the server includes means for conveying a serial 

3 number of the output device to the server. 




14. The system of claim 9 whj 

(a) the server furtherMJa€fudes means for encrypting the at least 
one portion of the document; and^ 

(b) the print jjcm agent further includes means for decrypting an 
"encrypted portion of the deTcument. 



1 

2 
3 



15. yXhe system of claim 14 further including: 

means for uniquely identifying the output device to the 



server; 
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4 (b) means for providing to the server a device specj/ic public 

5 key for the output device; and, 

6 wherein the means for encrypting the at lea^t^e portion of the 

7 document includes means for using the public kgy-t^encrypt the at least one 

8 portion of the document. ^^^^.^-^^^"'^ 

K le.^x^Tne system of claim 14 further including means for 

2 communicajwtg a symmetric key from the server to the output device and 

3 whereji^he means for encrypting the at least one portion of the document 

4 inpfudes means for using the symmetric key to encrypt the at least one portion 

5 /of the document. 

1 17. A program storage system readable by a computer, tangibly 

2 embodying a program, applet, or instructions executable by the computer to 

3 perform method steps for printing a document accessible by a server, the 

4 method steps comprising: / 

5 (a) creating on the server an>original receipt for the document; 

6 (b) providing at least one aortion of the document from the 

7 server to a print job agent; / 

8 (c) updating the original receipt to indicate the at least one 

9 portion of the document was providecf to the print job agent; 

0 (d) communicating /he at least one portion of the document to 

1 an output device for printing the ^ least one portion of the document. 

1 18. The program storage system of claim 17 wherein the 

2 method steps further include: / 

3 (a) copying the orfr^\r^ receipt to the print job agent; and, 

4 (b) updating the/popy of the receipt to indicate the at least one 

5 portion of the document was printed. 

/ 
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1 19. The program storage system of claim 17 wherein the 

2 method steps further include uniquely identifying the output device to the 

3 server. 




20. The program storage system of claim 17 wherein th^ 
method steps further include: 

(a) encrypting the at least one portionjit-th^^ocument before 
providing the at least one pojiioF«rf"1tTe'"3oc^^ from the server to the print 
job agent; and, 

(b) decrypting the at least one portion of the document before 
com^;rfunicating the at least one portion of the document from the print job agent 

the output device. 
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